NHO®OPMALIMOHHAS IAMSATKA
JUIST OBYYAIOLIIUXCS JUISI PASMEIEHUS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbIM TOJOM MOJOACKH B MHTEPHETE CTAHOBUTHCA OOJbIIE, a
IIKOJIbBHUKHA OJHM M3 CaMbIX AaKTUBHBIX MoOJb3oBarened PyHera. Mexnay Ttem,
MIOMHMO OTPOMHOIO KOJIMYECTBA BO3MOXXHOCTEHN, UHTEPHET HECET U POOIeMbl. JTa
namsITKa J0JDKHA TOMOYb TeOe 6e30MacHO HaXOIUTHCS B CETH.

KoMmnbrorepHbie BUPYCHI

KomnbloTepHbIii BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTpPaMM,
OTJIMYUTENIbHON 0COOEHHOCTBIO KOTOPOl SABISIETCSI CIIOCOOHOCTh K PA3MHOXKEHHUIO.
B nononxeHue K 3ToMy, BUPYChl MOTYT OBPEAUTH UITU MOJTHOCTHIO YHUUTOXKHUTH BCE
(daiinpl U JAaHHBIC, MOJKOHTPOJIBHBIE MOJIB30BATEN0, OT MMEHH KOTOPOro ObLia
3alylIeHa 3apa)K€HHas NMporpaMMa, a TakKe MOBPEIUTh WIM AaXe YHUUYTOXKUTH
OTIEpaAllMOHHYIO CHCTEMY CO BceMHu (haiiiamMu B 11eJIoM. B OOJBIIMHCTBE CllydaeB
PacIpOCTPaHSIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTtonbl 3alMUThI OT BPEAOHOCHBIX MPOTPAMM:

1. Mcrionp3yli COBpeMEHHBIE ONEPAlOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3AIIUTHI OT BPEAOHOCHBIX MPOTPAMM;

2. TlocrossHHO ycTaHaBnuBail madytu (UU(POBBIE 3amIaTKH, KOTOPHIE
aBTOMAaTUYECKHA YCTAaHABIMBAIOTCS C IEJIbI0 JOPA0OTKM NPOrpaMMmbl) U JpyrHe
OOHOBJIEHUS CBOEH ONepallnOHHON cucTeMbl. CkaunBaid MX TOIBKO € O(ULIHAAIBEHOTO
caiita paspadorunka OC. Eciu cyiecTByeT pexuM aBTOMaTHYECKOrO OOHOBIICHHS,
BKJIIOUU €T0;

3. Pabotaili Ha cBOeM KOMIIBIOTEpE IOJ MpaBaMM IOJIb30BATENs, a HE
aMUHUCTpATOpa. ITO HE TMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpamMm
MHCTAJUIUPOBATHCA HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NPOTpaMMHBIE MPOAYKTHl H3BECTHBIX
MIPOU3BOJUTENICH, C aBTOMATHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub HU3NIECKUIA TOCTYT K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIUII;

6. Vcnonb3yil BHEIIHUE HOCUTENU MH(POpPMAIIMU, TaKue Kak (prerika, JUCK
WK (aiin u3 MHTEPHETa, TOJIBKO U3 IPOBEPEHHBIX NCTOYHUKOB,;

7. He otkpbiBaii KOMIIbIOTEpHBIE (DaliIbl, MOJYYCHHbIE W3 HEHAJC)KHBIX
MCTOYHUKOB. J{axke Te (aitibl, KOTOpble pHCIIal TBOW 3HAaKOMbIH. Jlydllle yTouHH y
HEro, OTIIPABJISUI JIU OH Te0e HX.

Cetu WI-FI

Wi-Fi - aT0 He Buj nepefaun JaHHBIX, HE TEXHOJIOTHUS, a BCETro JIUIb OpeH/I,
mapka. Eme B 1991 romy HuzmepnaHiackas KOMIIAHUS 3aperucTpupoBaja OpeH[
"WECA", 4ro o0o3naganio crnoBocoueranre "Wireless Fidelity", xoropsrit
MEePEBOUTCS KaK "OeCIpOBOHAS TOYHOCTH .

Jlo Hamrero BpeMeHH Jomiia Apyras abopeBuarypa, KotTopas SBiIseTCs TaKOU
Ke TexHojoruen. Ito abOpeBmarypa "Wi-Fi". Takoe Ha3BaHue OBUIO N1aHO C
HaMEKOM Ha CTaHJapT BbICIIeH 3BykoBoM TexHuku Hi-Fi, uTo B mepeBojie o3Havaer
"BBICOKasi TOUHOCTD'".

Ja, GecruiaTHBI UHTEPHET-AOCTYI B Kae, OTEeNsIX U adponoprax sSBISETCS



OTJIMYHOUN BO3MOKHOCTBIO BbIXOJ1a B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He sBIsSrOTCS 0€30MacHbIMHU.

Cosetnbl 0 0e30nmacHOCTH Pa00THI B 001eA0CTYNHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuHyo uHdopmaiuio yepe3 oodmenoctynubie Wi-Fi
cetu. PaboTas B HUX, JkeJaTelIbHO HE BBOAUTH MApPOJIU I0CTYTA, JOTUHBI U KaKHe-TO
HOMEDA;

2. Wcnionb3yit 1 OOHOBIISI aHTUBUPYCHBIC MPOTpaMMBbl M OpaHamayep. Tem
CaMbIM Tbl 00€30ITaCHILIb CE€0s1 OT 3aKa4YKH BUpPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnionb3oBanuu Wi-Fi otkimoun dynakiuio "O6muit noctyn k daiinam
u npuntepaM". [lanHas (yHKUOUS 3aKpbITa MO YMOJIYAHHIO, OJHAKO HEKOTOPHIE
MOJIb30BATENN aKTUBUPYIOT €€ Ui yA00CTBa UCIIONb30BaHUs B paboTe UK yueoe;

4. He wucnonwsyit myomuunwnidi WI-FI mms mepemaun nWdHBIX JaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETH WJIU B AJIEKTPOHHYIO MIOUTY;

5. Ucnonb3yi#t Tonbko 3amuiieHHoe coenunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBoau nMeHHO "https://";

6. B mobunbHOM Tenedone orkimoun ¢yHkiuio "llonknrouenue k Wi-Fi
apromarnuecku'". He momyckail aBTOMAaTH4YECKOTO MOAKIIOYEHUSI YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CouuajabHbie ceTH

ConuanpHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIIOAN paboOTaroT
U JKUBYT TaM IMOCTOSIHHO, a B Facebook yxxe 3apeructprupoBaH MULIHAP]] YETOBEK,
YTO SIBJIAETCA OJHOM CEIbMOM BCEX >KUTEJEH IUIAHEThl. MHOTrMe MOJab30BaTENn HE
MOHUMAIOT, YTO HH(OpMAIUs, pa3MEIEHHAsI UMU B COLIMAIBHBIX CETSIX, MOXKET ObITh
HaliJleHa U MCIIOJIb30BaHa KEM YTOJHO, B TOM YHUCJE HE 00s3areabHO C OJarumMu
HaMEPECHUSIMU.

OcHoOBHbBIE COBETHI 110 0€30MIaCHOCTH B COUMAJIBHBIX CETHAX:

1. Orpanuyb cMCOK Jpy3eil. Y Te0s B APy3bAX HE JOHKHO OBITh CITy4alHbIX
Y1 HE3HAKOMBIX JIIO/ICH;

2. 3ammimaii CBOIO 4YacTHYIO >Ku3Hb. He ykaspiBali maposiu, TenedoHBI,
ajapeca, JaTry TBOETO POXICHUA H JPYryl0 JHUYHYIO  HWHGOPMAIHIO.
31OYMBINIJIEHHUKA MOTYT UCIIOJIb30BaTh Jlaxe WH(OPMAIIMIO O TOM, KaK Thl U TBOU
POJIUTEIHN TJIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiai CBOIO penyTaIuio - Iep>KU €€ B UNCTOTE M 3a7aBaii cede BOIpocC:
XOTeJ ObI Thl, YTOOBI APYTHE MOJIb30BATEIN BUIETH, YTO Thl 3arpykaemb? [logymaid,
MIPEXEC YeM YTO-TO OMyOJMKOBATh, HAIUCATh U 3arPY3UTh;

4. Ecny ThI TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE
peaslbHOEe UM U JPYTyIO JIMUHYI0 WH(pOpMaIUKU: UMsI, MECTO JKUTEJIbCTBA, MECTO
y4eObl ¥ pouee;

5. U36erait pasmemienus: pororpaduii B IntepHere, rae Thl U300pakeH Ha
MECTHOCTH, TI0 KOTOPOU MOXHO ONPEETUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpaniuu B COIHMAIBHOW CETHU HEOOXOAMMO WCIOIH30BaTh
CJIOKHBIC TIAPOJIH, COCTOSIIINE U3 OYKB U MUGP U C KOJTUISCTBOM 3HAKOB HE MEHEE
8;

7. s conmanbHOM CeTH, OYTHI U IPYTHX CAlTOB HEOOXOMMO HCTIONIb30BaTh
pasnbie maposn. Torma ecau Te0s1 B3IOMAOT, TO 3JI0YMBITIUICHHUKY TTOTyYaT JOCTYII



TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEHbI'H

DJIEKTPOHHBIE JIEHBIU - 3TO OYEHb YAOOHBIM croco0 miaTexei, OaHaKoO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPBIE€ XOTAT MOJTYYUTh 3TU JICHBIH.

DNEKTPOHHBIE ICHBI'W MOSIBUIIMCHh COBCEM HEIABHO U UMEHHO M3-3a 3TOTO BO
MHOTUX I'OCyJapCTBax J0 CHUX IOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (PyHKIIMOHUPYIOT U O HUX YK€ MTPOIMKCAHO B 3aKOHE, ITE UX
pa3feNstoT Ha HECKOJIBKO BUJOB - AHOHMMHBIE U HE aHOHMMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcsi NPOBOAMTH Olepanuu 0Oe3
UACHTU(UKAIINY TTOJIH30BaTENs, @ B HE aHOHUMHBIX HJICHTU(UKALMS MTOJIb30BaTeNs
SBIISICTCS 00s13aTENBbHOM.

Taxke crnenyeT pas3nuyarbh OJIIEKTPOHHBIE (HUAaTHBIE JeHBIU (paBHBI
TOCYIapCTBEHHBIM BaJlOTaM) M JJICKTPOHHBIE He(UaTHbIE JEHbIU (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTAM).

OcHoBHBIE COBETHI 10 0€30MaCHOI padoTe ¢ 3JIEKTPOHHBIMH ICHbIAMM:

1. [IpuBsku K cyeTy MOOMIIbHBIN TeePOH. DTO CaMblil YIOOHBIN U OBICTPHIIA
Coco0 BOCCTaHOBUTH JOCTyN K cueTy. [IpuBsizaHHbI TenedoH MOMOXKET, eciu
3a0yJenib CBOM IJIareXHbIM Mapojib WM 3aiellb Ha CaWT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. Hcnone3yii onmHopazoBele mnaposu. llociie mepexoga Ha YCHIIEHHYIO
aBTOpU3alMI0 TeOe yke He OyleT yrpokaTb OMacHOCTh KPaKM WJIM MepexBara
IJIATEKHOTO MapOoJIs;

3. BriOepu cinoxsblii napois. IIpecTtynmHukam OyaeT He MPOCTO yraaarb
CJIOXHBIN naposib. HagexHpie maposu - 3To napoiiv, KOTOPbIE COAEPKAT HE MEHEE §
3HAKOB M BKJIIOYAIOT B €€0sl CTPOYHBIE U MPOIMUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO
CUMBOJIOB, TAaKM€ KaK 3HaK Joiuiapa, (yHTa, BOCKIMLATEIbHBIM 3HAK W T.IL
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINUHBIE TaHHBIE HA CaiiTaX, KOTOPBIM HE JOBEPSCILIb.

JIeKTPOHHAS MO4YTA

DJEeKTpOHHAS MOYTa - 3TO TEXHOJOTUS U MPENOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U TOIYYEHHUIO 3JEKTPOHHBIX COOOUIEHHM, KOTOPBIE PACIIPENESIOTCS B
KOMIIBIOTEpHOU ceTH. (OOBIYHO DJICKTPOHHBIM TIOYTOBBIM  SIIUK  BBITVISIUAT
CIIEAYIOIIUM 00pa3oM: UMs_TOJb30BaTesi(@uMs_aoMeHa. Takke kpome nepenadu
MPOCTOT0 TEKCTA, UMEETCSI BOBMOXKHOCTD MepeaaBarh (ailiibl.

OcHOBHBIE COBETHI MO0 0e301aCHOM padoTe ¢ ITEKTPOHHOI MOYTOI:

1. Hago BbIOpaTh mNpaBWIbHBIA TOYTOBBIA cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUILIE TOBEPSITH TEM,
KOTI'O 3Haelllb, U KTO IIEPBbI B PEUTHUHIE;

2. He yka3biBaii B TMYHOM mouTe JU4HYI0 uHpopmanuio. Hampumep, nydiie
BbIOpaTh "My3bIKanbHbIN _(haHaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonp3yil OBYXATalmHYK AaBTOPU3ALHI0. DTO KOIZA IMOMHUMO Iapoiisi
HY>KHO BBOJIMTH KOJI, IpHUChUIaeMblii 1o SMS;

4. BeiOepu CI0XKHBIN Mapotb. JJIsS Ka)K0T0 IMOYTOBOTO SIIHKA JOJDKEH OBITh
CBOM HAJICKHBIM, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Eciu ecTtp BO3MOXHOCTH Hamucarb CaMOMY CBOW JIMYHBIA BOMPOC,



HCIOJIb3YH 3Ty BO3MOXHOCTB;

6. Hcnonb3yil HECKOJBKO IOYTOBBIX SAIMKOB. IlepBblid I 4YacTHOM
MEPEINCKU C aJpecaTaMy, KOTOPbIM Thl JOBEPSIENIb. JDTO 3JIEKTPOHHBINA aipec He
HAJI0 UCTIONB30BaTh MPU PErUCTpaluu Ha hopymMax U calTax;

7. He otkpseiBaii (ailyibl U Apyrue BIOKECHHUS B MHChbMax, JaXe €CIU OHHU
IOPUIILIA OT TBOUX Jpy3el. Jlydille yTOuHU y HUX, OTIPABISUIM JU OHU TeOe 3Th
(baiisr;

8. Ilocme oxoHuaHuss pabOTHI HAa TIOYTOBOM CEPBHUCE TEPEI 3aKPHITHEM
BKJIAJIKM C CATOM He 3a0y/b HaXaTh Ha "Beiidtu".

Ku6epOyluinHT MM BUPTYaJIbHOE U31€BATEIbCTBO

KubepOynnmuar -  mpeciefoBaHWEe  COOOIICHUSAMH,  CONIEP KAIIUMH
OCKOpOIeHHUS, arpeccuro, 3alyTrMBaHUE; XYJINTAHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C MOMOIIIBIO PA3IMUYHBIX HUHTEPHET-CEPBUCOB.

OcHoBHbBIE COBETHI 110 00pbOe ¢ KHOEePOYIIMHIOM:

1. He Gpocaiics B 60ii. Jlyummuii cioco0: mocoBeToBaThCs Kak ceOst BECTH U,
€CJIM HET TOro, K KOMy MOXXHO OOpaTUThCs, TO BHadajie yCHOKOUThcA. Eciau Thbl
HAuHEIIb OTBEYAaTh OCKOPOJEHUSMHU Ha OCKOpPOJICHHS, TO TOJIbKO ele OOJIbIe
paszoxoKeIb KOH(IIUKT;

2. Ynpapnsiii cBoel kubeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHHUMAas. CyllecTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOUT 3a aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYJIMIaHCKHIl oOpa3 BHUPTyajdbHON >Xu3HU. MHTEepHET
(¢uKcupyeT BCE€ TBOM JACHCTBUS M COXpaHSET UX. YIAIUTh HUX OyIdeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobmrofail CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyil emuHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIE
COOOIICHHMS JTyUIlle UTHOPUPOBaTh. OOBIYHO arpeccusi MPEKPaIaeTCsl Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B mporpammax oO6MeHa MTHOBEHHBIMH COOOIIICHUSIMU, B
COIIMAJIBHBIX CETAX €CThb BO3MOXKHOCTH OJOKHMPOBKH OTIPABKU COOOIIECHUN C
ONPEAEIIEHHBIX aPECOB;

8. Ecnu b1 cBUeTenb kubepOyummara. TBOU NeHCTBUS: BBICTYIUThH MPOTUB
[IpecieoBaress, MOoKa3arb €My, YTO €ro JEWCTBHS OLICHUBAKOTCS HETaTUBHO,
MOJJIEPXKaTh JKEPTBY, KOTOPOM HYyXKHA ICHXOJOTMYECKas TOMOIIb, COOOIIUTH
B3pPOCIIBIM O (DaKTe arpeCCUBHOIO MOBEICHUS B CETH.

MooOniabHbId TesedoH

CoBpemeHnHbIe cMapT(HOHBI U IJIAHIIIETHI COAEPKAT B ceOe BIIOIHE B3POCIIbIN
GyHKIMOHAI, W Telmepb OHU MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMU
koMmnbloTepamu. OaHAKO, CPEJCTB 3aAIUTHI JIJIs1 TOJOOHBIX YCTPONCTB MOKa OYEHb
MaJio0. TecTupoBaHue U TOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TAK UHTEHCUBHO,
kak s [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TTPHIIOKEHU.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ MPAKTHUYECKH JIOTHAIU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacimMpeHue (QyHKIHOHATA BJIEYET 3a CoOOoM
OOJIBIIYIO CIIO)KHOCTh M MEHBIITYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAWTENN BBIMYCKAIOT OOHOBJICHUS, 3aKPBHIBAIOIIUE



KPUTUYECKHE YSI3BUMOCTH JIJIsI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /JIs1 0€30MaCHOCTH MOOUIIBLHOTO TenedoHa:

Huuero He siBisieTcst mo-HacTosmeMy OecriiaTHbIM. bynb ocTopoxeH, Beab
Korja Tede mpeayiaraloT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO
IJIATHBIE YCIIYTH;

Hymaii, pexxsie uem otnpaBuTh SMS, dhoTto unu Buaeo. Thl TOUHO 3HACHID,
I7ie OHU OYyJIyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBISTH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(oHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOMIJIBHBIX TEIE(POHOB;

He 3arpyxaii mpuIoXeHHs] OT HEU3BECTHOI'O MCTOYHHUKA, BEAb OHH MOTYT
cofiepKaThb BPEIOHOCHOE IPOrpaMMHOE 00€CTIEUCHHE;

[Tocne Toro xak Thl BBIHACIIb C CaiiTa, T7I€ BBOAMII JUUHYIO WH(GOPMAIHIO,
3aiiin B HACTPOMKK Opay3epa u ynaiu cookies;

Ilepuonuyecku MpoBePsiii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JaBail cBoii HOMep MOOMJIBHOIO Tele(OoHa TOJIBKO JIIOASM, KOTOPBIX TbI
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth nomxeH ObITh BBIKIIOYEH, KOIA Thl MM HE Moisb3yelibcs. He
3a0bIBail HHOTIA IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJAMH-UTPBI - ATO  KPAaco4yHbIe, 3aXBaTbIBAIOIIME
pa3BieueHUs, OObEIMHAIONINE COTHU THICSY YEIOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JAaHHBIA UM MHUp, OOLIAIOTCSA JIPYr C APYTrOM, BBIMOJHSIOT 3aJaHus,
CpakaloTCsl C MOHCTpPaMU W TMOJYYarT OMNBIT. 3a YAOBOJBCTBUE OHMU ILIATAT:
MOKYNAaroT AUCK, OIJIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OIMIHUU.

Bce 311 cpeacTBa uayT Ha NOJIEpKAHUE U PA3BUTHE UTPHI, @ TAKKE HA camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALIUU, BBITYCKAIOTCS HOBBIE
natyu (uuQpoBbIe 3aIIATKU JUIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HBIX Urpax CTOUT onacarbCsi HE CTOIBKO CBOUX COMEPHUKOB, CKOJIBKO
Kpa)kl TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOpPU3allMU OOJIBIINHCTBA
Urp.

OcHoOBHBIE COBETHI 10 0€30MIACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Eciu npyroit urpok BeneT ceds II0OX0 WIIM cO3/1aeT Tebe HEeMPUSITHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. Tloxanyiicsa aiMUHACTPATOPaM UTPHI Ha TJI0XOE MOBEIEHUE 3TOTO UTPOKa,
YKEJATEIbHO NMPUIIOKUTH KaKHe-TO J0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3biBail 11uHyI0 HH(QOpPMAIUIO B TpOdaiiie Urpsl;

4. YBakall Apyrux y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIuanbHbIe MaTYH U MOJBL;

6. Mcrionb3yii CJI0KHBIE U Pa3HbIE APOJIH;

7. Jlaxke BO BpeMsl UTPbI HE CTOUT OTKJIrOYaTh aHTUBUPYC. [loka ThI urpaemis,
TBOM KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObIYHOM Kpakell JeHeT U JJOKYMEHTOB CETOJIHS Y>K€ HUKOTO HE yIUBHILb, HO
C Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKH IEPEMECTUIINCH B UHTEPHET,



Y TIPOOJDKAIOT 3aHUMAThCS " MIOOMMBIM"' TETTOM.

Tak mosBUIach HOBas yrpo3a: WHTEPHET-MOUIEHHUYECTBA WM (DUILUHI,
I1aBHAs 1€JIb KOTOPOTO COCTOMT B TMOJYYEHUM KOH(MUIECHIUATBHBIX JTaHHBIX
M0JIb30BaTeNeH - IOrMHOB U naposeit. Ha anruiickom si3bike phishing untaeTcs kak
¢bumumHr (ot fishing - peiOHas 0By, password - mapoJib).

OcHoBHbBIE COBETHI 110 00pbOE ¢ PUIINHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl IOIO3peBacilb, YTO TBOSI AHKETA
ObLTa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpPEE;

2. Ucnonb3yii Ge3ommacHbie BeO-CaliThl, B TOM YHCIIE, MHTEPHET-Mara3uHoB |
MTOMCKOBBIX CUCTEM;

3. Hcnonw3yil clnokHBIE W pa3HbIe Mapoiad. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH IMOJy4aT JOCTYNl TOJBKO K OJHOMY TBOEMY
npouIIto B CETH, a HE KO BCEM;

4. Eciu T1ebs B3IOMald, TO HEOOXOIMMO TMPEAYNpPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J0OaBJIEHbl y T€OS B APY3bsiX, O TOM, 4TO TeOs B3JIOMAJH M,
BO3MOXXHO, OT TBOETO UMEHH OYJIeT PacChUIaThCs CIIaM U CChUIKHA Ha (DUIIIMHTOBBIC
CaUTHI;

5. YcranoBu HanexHsbli maposb (PIN) Ha MoOUbHEIN TenedoH;

6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbiBail (ailnibl U Apyrue BIOXKEHHUS B MUChbMaX, JAXe €CIH OHU
NPUIIUIM OT TBOMX JApy3eu. Jlyuie yTouHM y HHMX, OTIPABISUIA JIU OHU TeOe 3TU
(baibl.

Hu¢posas penyranus

[udporas pemnyranus - 5T0 HETaTUBHASI WJIU MO3UTUBHAS HH(POpMAILIKS B CETH
o Tebe. KommpomeTtupytromas uapopmaiius, pasmMelieHHas B UHTEPHETE, MOXKET
CEpPhE3HBIM O00pa3oM OTpPa3UThCS HAa TBOEH peanbHOM Ku3HH. "Lludponas
penytamnus" - 3TO TBOM UMUK, KOTOPBIA (popmupyetcs: u3 uHdopmaiym o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TOJIOKECHHUE,
0COOEHHOCTH XapaKTepa M paccKas3bl O OJM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorre MoApOCTKH JIETKOMBICICHHO OTHOCSTCS K ITYOJNUKAIIMKM JIMYHON
uHdopmaru B MHTEpHETE, HE TTOHMMAas BO3MOXKHBIX MOCHeACTBUi. Thl qaxe He
CMOJKElIb A0rafarbcs O TOM, 4yTo gororpadus, pa3MelleHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKa3a MPUHSATH TeOS Ha padoTy.

KomMenTapum, pazmenienue tTBoux (ororpaduii u apyrue AeMcTBUS MOTYT
HE MCUYE3HYTh JaXKE MOCJIE TOrO, KaK Thl UX yaJuIllb. Thl HE 3HACIb, KTO COXPAHUII
3Ty MH(OpMaIHIO, ToNaia 1M OHAa B IOMCKOBBIE CUCTEMbI M COXPAHUJIACH JIU OHA, a
IJIaBHOE: YTO MOJyMAIOT O T€OE OKPYkAIOILIUE JIFOAN, KOTOPbIE HAMIYT U YBUJIAT 3TO.
Haiith wHbOpManuio MHOTO JIeT CIYCTS CMOXET 000N - Kak U3 J0OphIX
noOy>KJIeHUH, TaK U ¢ HAMEPEHUEM IIPUUMHUTD BPel. DTO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI M0 3a1UUTEe HU(PPOBOH pernmyTaluun:

1. Tlogymaii, mpexe 4em 4To-TO MyOJMKOBAaTh U TepeaaBarh y ceds B 6iore
WA B COIMAIILHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBU OTpaHHYEHHUS HA MPOCMOTP TBOETO



po IS U €T0 COMEPIKUMOTO0, CAENAN €r0 TOILKO "1uist mpy3eit”;

3. He pa3memaii u He yka3biBail MHPOpPMAIMIO, KOTOpass MOXET KOro-Jn0o
OCKOPOJIATh WU OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIBHUKA - AaKTUBHBIC IOJIb30BAaTeNd U(POBOTO
npoctpancTBa. OIHAKO JaJ€KO HE BCE 3HAIOT, 4YTO I[OJIb30BAaHUE MHOTHUMU
BOBMOXXHOCTAMH  LM(ppoBOro  Mupa  TpeOyeT  cOOMIOAEHUST  MpaB  Ha
WHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMmun "WHTEIEKTyallbHasi COOCTBEHHOCThH" OTHOCHUTCS K pPa3IMYHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HaYMHAsg C HOBBIX H300pETEHHI M 3HAKOB,
0003Ha4YarONINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMH,
dotorpadusmu, KHHOGUIEMAMU U MY3bIKaJTbHBIMH MPOU3BEICHUSIMH.

ABTOpCKHME TpaBa - 3TO MpaBa Ha WHTEJUIEKTyalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BENCHUS HAYKU, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B
Ka4eCTBE TapaHTUM TOTO, YTO HWHTEJICKTYaJbHBIM/TBOPUECKUN TPYyA aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeIJUBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3yabpTarax CBOEro Tpy[a, MOJYyYUTh W3BECTHOCTh M mpu3HaHue. Hukro 6e3
pa3pelieHusT aBTOpa HE  MOXET BOCHPOU3BOAWTH €r0  IPOU3BENICHHUE,
pacmpoCTpaHsTh, NyOJIMYHO JIEMOHCTPUPOBATH, IMPOJaBaTh, HMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HCIONHSITH, MOKA3bIBATH/UCIIONHITH B dUPE WU
pa3memars B MIHTEpHETE.

Ucnonw3oBanue '"muparckoro" mporpaMMHOTO  OOECHEUECHHS  MOMKET
NPUBECTH K MHOTHM pHCKaM: OT IMOTEpPU JaHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKMPOBKU TBOETO YCTPOICTBA, TJe yCTaHOBJEHA HejeranbHas mporpamma. He
CTOUT Tak)Xe 3a0bIBaTh, YTO CYIIECTBYIOT JieTajdbHble U OECIUIATHBIC MPOrPaMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CerteBu4oK.p( - TBOI ITIaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATH O
0€30MacHOCTH B CETH TMOHSTHBIM U JOCTYITHBIM SI3BIKOM, a MPU BO3HUKHOBEHHHU
KPUTHUYECKON CUTyallMl OOpaTUTHCA 32 COBETOM. A TaKXke MPUHATH ydyacTue B
KOHKYpCax M CTaTh CaMbIM IU(PPOBBIM TpaxKJaHUHOM !



