IEJIATOTAM O TH®OPMAIIMOHHOM BE3OITACHOCTH
Korma peur 3axomur 00 wHOpManMoHHOW O€30MacHOCTH, OOBIYHO MBI
HauYMHAEM JyMaTh O KOMITBIOTEpax, CETsIX, WHTepHEeTe W Xakepax. Ho mms
00pa30BaTeIbHON Cpenbl MpoOJieMa CTOWT IHPE: B OTPAXKIACHHM YYalllerocs OT
uHPOpMAIMH, KOTOpass MOXKET HETaTHMBHO IOBJIHATH Ha €ro (QOopMHpOBaHHE U
pa3BHUTHE, TO €CTh O IIPOMAaraH/e pa3InIHON HAPABICHHOCTH.
IonsitTue nHGOPMALMOHHOI 0€30ITACHOCTH
[Ton wHpOpPMAIMOHHON OE30MACHOCTHI0O TOHUMAETCSA  3alIUIIICHHOCTh
WHOOPMAIIMOHHONW  CHUCTEMBI ~ OT  CIy4alHOTO WM  TPEIHAMEPEHHOTO
BMEIIATEIbCTBA, HAHOCSAIIETO  ymepOd  BIaJelbllaM WM  IOJb30BaTEIIsIM
uHpopMarmu. Ha  npakTHMKe  BaXKHCWIIUMHU  SBJISIOTCA  TPU  acliekra
uHGOPMAITMOHHOM 0€30MaCHOCTH:
e JIOCTYITHOCTH (BO3MOYKHOCTH 3a pa3yMHOE BpEMs IOJYyYUTh TpPeOyeMyro
WH(POPMAITMOHHYIO YCIYTY);
e TIIEJIOCTHOCTh (aKTyaJhbHOCTh W HEMPOTUBOPECUMBOCTH HWHGOpPMAINH, €
3aIUIIICHHOCTD OT Pa3pylIeHUs U HECAaHKITMOHUPOBAHHOTO H3MEHCHHS);
e KOH(PHUICHIINATHHOCTD (3ammuTa oT HECaHKIIMOHUPOBAHHOTO
MPOYTECHHUS).

Hapymienus  1OCTymHOCTH, ILEIOCTHOCTH W KOH(PUACHIIMATHHOCTH
nH(popMal MOTYT OBITh BBI3BaHBlI PA3IMUYHBIMU OMACHBIMU BO3JICUCTBUSAMHU Ha
MH(POPMAIIMOHHBIE KOMITBIOTEPHBIE CUCTEMBI

OcHoBHbIE yrpo3bl HHPOPMALUOHHOM 0€30ITACHOCTH

CoBpemenHas uHGOpMAIMOHHAS CHUCTEMa MPEACTaBISECT COOOUM CIIONKHYIO
CUCTEMY, COCTOAILYI0 M3 OOJBIIOTO YHCIa KOMIIOHEHTOB PAa3IMYHON CTENeHH
ABTOHOMHOCTH, KOTOpBIE CBSI3aHbl MEXAYy COOOW M OOMEHHMBAIOTCA JITAHHBIMHU.
[IpakTrueCcKkH Ka) bl KOMIIOHEHT MOKET MOABEPTHYTHCSI BHEIITHEMY BO3IEHCTBUIO
WIM BBIATU U3 CTPos. KOMIOHEHTHI aBTOMATH3WPOBAHHOW WH(GOPMAIIMOHHOMN
CUCTEMBI MOKHO Pa30UTh Ha CJIEIYIOIIUE TPYIIIbL:

AnmapatHbie CpeacTBa. JTO KOMIIBIOTEPhI W HMX COCTaBHBIE YacTH
(mporeccopbl, MOHUTOPBI, TEPMUHAIIBI, TIEpUPEPUIHBIE YCTPOMCTBA — MPUHTEPHI,
KOHTPOJUIEPHI, KaOeJIH, TMHUU CBSI3U U T.11.);

IIporpammHuoe obecnieyeHue. D10 MPUOOPETEHHBIE MPOTPAMMBI, UCXOJTHBIE,
OOBEKTHBIE, 3arpy304Hble MOJYJIU; OINEpPALMOHHBIE CUCTEMBl M CHCTEMHBIE
nporpaMmbl (KOMIUJISITOPBI, KOMIIOHOBIIUKU U JIP.), YTHUJIUTHI, JUArHOCTUYECKUE
MpOrpaMMBbl U T.1.;

JlaHHble, XpaHUMbIE BPEMEHHO U TIOCTOSHHO, Ha JUCKax, QudIIKax,
nevyaTHble, apXUBHI U T.]11.;

IHepconau. Ilonp30BaTenu, CUCTEMHBIE AAMUHUCTPATOPBI, IPOTPAMMUCTBI U
Ap.

OnacHble BO3ICUCTBHS HA KOMIBIOTEPHYIO HH(POPMAIMOHHYIO CHCTEMY
MOXXHO TOJpa3JeuTh Ha CiIydailHble W TIpeAHaMEpEHHbIE. AHaJIW3 OIbITa
MPOCKTUPOBAHUS, W3TOTOBJICHHUS U OHKCIUTyaTallud HWH(GOPMAIMOHHBIX CHUCTEM
MOKa3blBaeT, 4YTO HWHQOpMAIUS TOABEPracTCs  Pa3IUYHBIM  CIyYalHBIM
BO3JICUCTBUSAM Ha BCEX 3Tamax ILMKJIA XKU3HU CUCTeMBbI. [IpuunHamu ciaydailHbIX



BO3CMCTBUIA MTPH IKCIUTyaTallud MOTYT OBITh:

aBapuiiHbIC CHUTyallMM W3-3a CTUXUHHBIX OCACTBUA M  OTKIIOYECHUM
AIIEKTPONUTAHNUS,

OTKa3bl U COOM armapaTypsl;

OLIMOKH B MPOTPAMMHOM O0O€CIIEYEHUH;

omuOKHU B paboTe MEPCOHAIIA;

MIOMEXH B JIMHUSX CBA3U W3-3a BO3ICUCTBUI BHEUIHEN CPEBI.
[IpennamepeHHble BO3JICUCTBUSL — OTO LEJICHANPABICHHBIC JIEUCTBUS

Hapywmurels. B kayecTBe HapyIIUTENST MOTYT BBICTYIIATh CIIYXAaIlWUK, TOCETUTEb,
KOHKYPEHT, HAaeMHHK. /[eicTBHS HapyIIUTENsl MOT'YT ObITh OOYCJIOBJIEHBI Pa3HBIMU
MOTHBAaMM:

HEZOBOJIBCTBOM CIIY>KAIIEr0 CBOEU KapbePOU;

B3SITKOM;

JIFOOOITBITCTBOM;

KOHKYpPEHTHOM 60pHOOIi;

CTPEMJICHEM CAMOYTBEPIUTHCS JII0O0H IEHOM.

MOHO COCTaBUTh THIIOTETUYECKYIO MOJIEb TOTEHIIMAIBHOTO HAPYILIUTEIIA:
KBIM(PUKAIIMS HAPYIIUTENS HA YPOBHE pa3paboTUnKa JaHHOU CUCTEMBI;
HapyLIUTEIEM MOXET ObITb, KaK IMOCTOPOHHEE JIMLO, TaK U 3aKOHHBIM
II0JIB30BATEIb CUCTEMBI;

HapyUIUTENI0 U3BECTHA MH(POpMaLKs O IPUHIMIAX PaOOThl CUCTEMBI;
HapyLIUTENb BIOMpaeT Hanbosee ciadoe 3BEHO B 3aLUTE.

Hawnbonee pacnpocTpaHEeHHBIM U MHOTOOOpPA3HBIM BHUIOM KOMITBIOTEPHBIX

HapyLICHUN SBIIETCS HECAHKIIMOHUPOBAHHBIM AOCTyI. HecaHKIMOHMpOBaHHBIN
JOCTYIl HCIOJIb3YeT JI0OYyI0 OIIMOKY B CHUCTEME 3alllUThl M BO3MOXEH MpHU
HEpaIMOHAJILHOM BBIOOpPE CpEACTB 3alIUThl, UX HEKOPPEKTHOW YCTAaHOBKE U
HaCTPOMKE.

HpOBeI[eM KJ'IaCCI/I(I)I/IKaLII/HO KaHaJ10B HCCAHKIIUMOHHWPOBAHHOI'O HOCTYyIIa, IIO

KOTOPHIM MOXKHO OCYIIECTBUTH XHUIIEHUE, HW3MEHEHHUE WM YHUUYTOXKCHUE
uHbopMaIu:

Yepe3s yesioBeka:

XHILeHUE HocUuTenen nudopmanuy;

yTeHre HHPOPMAIIUU C IKpaHa WA KIIaBUATYPHI;

yTeHUuEe MH(POPMALIUU U3 paClIeyaTKu.

Yepes nporpammy:

TepEXBAT MapoJIcit;

nemudpoBka 3amudpoBaHHON HHPOPMAIUY;

KOMHUPOBaHKE MH(OPMAIIMHN C HOCUTEIIS.

Yepes annaparypy:

MOJKIIFOYEHUE  CIENUAJbHO  pa3paOOTaHHBIX  ammapaTHBIX  CPEICTB,
o0ecrneunBarouX J0CTyl K HHGOopMaIiy;

nepexBaT MOOOYHBIX AIEKTPOMATHUTHBIX U3JTyYCHHUH OT armaparypbl, TUHUN
CBSI3U, CETEU DIIEKTPONUTAHUS U T.1.

Oco0o crenyeT OCTaHOBUTHCS Ha yrpo3axX, KOTOPbIM MOTYT HOJBEPraThbCs

KOMITbIOTEepHBIE ceTu. OCHOBHAsI 0COOEHHOCTH JTF000H KOMITBIOTEPHOM CETH COCTOUT



B TOM, YTO €€ KOMIIOHEHTHI pacipeieseHbl B npocTpaHcTBe. CBA3b MEXY y3JaMu
CETU OCYIIECTBIACTCS (PU3NYECKU C MOMOUIBIO CETEBBIX JIMHUWA U MPOrPAMMHO C
MOMOIIBI0 MEXaHU3Ma cooo1eHuit. [Ipu aTom ynpapmstoinire coOoOIIEHNS U TaHHbIE,
NepechllaeMble MEXJy Yy3JaMU CETH, MepelaroTcss B BHUJAE IAaKETOB OOMeEHa.
KomnbploTepHBIE CETH XApAaKTEPHBI TEM, YTO NPOTHB HUX NPEANPUHUMAIOT TAK
Ha3bIBAEMbIC YIAJICHHbIE aTakh. Hapymurenb MOXKET HAXOOUTHCS 3a THICAYU
KWJIOMETPOB OT aTaKyeMoro oObEeKTa, IIPU STOM HAIAJECHUIO MOXKET MOJABEPraThCs
HE TOJIBKO KOHKPETHBIN KOMIIBIOTEDP, HO U MH(OpMAITHs, IEPEIAIOIIAsICSI TIO CETEBBIM
KaHaJlaM CBA3H.

Obecneuenne uHGOPMANTMOHHOI 0€30MIACHOCTH

dopmupoBaHue pexuMa HHOOPMAIMOHHONW O€30MacHOCTH — MpolieMa
KOMILIEKCHAs. Mephl 110 €€ pEelIeHUI0 MOXKHO NTOJPa3AeIUTh Ha MATh YPOBHEM:

1. 3akoHogaTe/bHBINA. DTO 3aKOHbI, HOPMATUBHBIE AKTHI, CTAHAAPTHI U T.II
HopmaruBHO-nipaBoBas 6a3a orpenesonas nops10K 3aluTbl HHPOpMaIU

2. MopaabHo-3THYecKHii. BCeBO3MO)XHBIE HOPMBI TOBEJICHUS, HECOOIIOICHNE
KOTOPBIX BEAET K IAJCHUIO NPECTH)KA KOHKPETHOIO YEJIOBEKA WIH LIEJION
OpraHU3alnH.

3. AAMMHHCTPATHUBHBIM. /{eficTBusi 00miero xapakrepa, MpeIlpUHHUMAEMBbIE
PYKOBOJICTBOM OpraHu3alMu. TakuMH JOKYMEHTaMU MOTYT ObITh: IpPUKa3 O
Ha3HAYEHUM  OTBETCTBEHHOIO 3a  oOecrnedeHue  HMHPOpPMallMOHHOU
0€30MacHOCTH; JOKHOCTHBIE O0SI3aHHOCTHA OTBETCTBEHHOTO 32 00ECIIEUeHHE
MH(pOpMaIIMOHHOM 0€30MacHOCTH; MEPEYCHb 3alIUIIAEMBbIX
MH(OPMALIMOHHBIX PECYPCOB U 0a3 TaHHBIX; HHCTPYKIHUIO, ONPEIEISIONIYIO
NOPSJIOK MPEAOCTABICHUS] UHPOPMALMM CTOPOHHUM OpPraHU3aLMSIM MO UX
3arpocam, a Tak»Ke Mo MpaBaM JOCTyIa K HE COTPYIHUKOB.

4. dusuveckuil. MexaHnveckue, dJIEKTPO- M AIEKTPOHHO-MEXaHUYECKUE
NPENATCTBASA Ha BO3MOXHBIX IIYTSIX NPOHUKHOBEHMS ITOTEHIMAIBHBIX
HapyLIUTEIIEH.

5. AnnapaTHo-nporpamMMHBIii (3JIEKTPOHHBIE YCTPOMCTBA U CHEIUATIbHBIC
IpOrpaMMbl 3alUThl HH)OPMaLIUN).

IlpeanpunsiTbie Mepbl MO CO3IAHMI0 0e30mMacHO HMHGOPMANMOHHOM
CHCTEMBI B YUPEKICHUM:

ObecneyeHa 3amMTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3JIEHCTBUI (KOMITBIOTEPHBIE BUPYCHI, JIOTHUECKUE OOMOBI, aTaKh XaKePOB U T. 11.)

VYcTaHOBIIEH CTPOTMIl KOHTPOJIb 3a DJIEKTPOHHOM TOYTOW, oOecrnedeH
MOCTOSTHHBIM KOHTPOJIb 32 BXOAAIIEU U UCXOAAIIEU KOPPECTIOHACHIIUEH.

YcTaHOBIEHBI COOTBETCTBYIOLIME MAaposik Ha nepcoHabHbIe [1K.

Hcnonb3oBaHbl KOHTEHT-QWIBTPBI, s (UIBTpAlMM CAWTOB MO MX
COIEPIKUMOMY.

EnnHas cOBOKYITHOCTB BCEX 3TUX MEp, HANPABICHHBIX HA POTUBOJICUCTBUE
yrpo3am 0e30MacHOCTH C LENbI0 CBEIEHUS K MUHUMYMY BO3MOXKHOCTH yIlepoa,
00pa3yIoT CUCTEMY 3aIUTHI.

PekomMeHaanmMu MO OpraHu3anud  padorel B HMH(POPMALMOHHOM
NPOCTPAHCTBE:

1. Tlepen nHagamom pabOTHI HEOOXOAMMO YETKO C(HOPMYIUPOBATH 1IE€ITh U BOTIPOC



oucKa nH(OPMAIIHH.

2. KenarenbHO BbIpaOOTaTh ONTUMAJBHBIM AITOPUTM IMOUCKAa MHGOPMALIUUA B
cetu HTepHET, YTO 3HAUUTETHLHO COKPATUT BPEMs U CUJIbI, 3aTpayeHHbIC Ha
MTOMCK.

3. 3apaHee yCTaHOBUTb BpeMEHHbIM JUMHUT (2-3 yaca) paboTel B
MH(OPMAIIMIOHHOM TMPOCTPAHCTBE (MPOCMOTP TeNenepeaayu, YTEHUE,
HNutepHer).

4. Bo Bpems pabOTBI HEOOXOAMMO J€NaTh, epepbiB HA 5-10 MUHYT At CHATHUS
(bu3MYECKOTO HAPSHKEHUS U 3pUTEIBHON HArpy3KH.

5. HeoOxomumo 3HaTh 3-4 ympaskHEHUs 1711 CHATUSA 3pUTEIBHOTO HAPSKEHHUS
U GU3NYECKON yCTAOCTH.

6. PaGorath B XOpOIIO MPOBETPEHHOM IOMEIIEHUHU, MPU ONTHMAIBLHOM
OCBEILICHUH U B yIOOHOM MO3e€.

7. He crout JIerkoMbICIEHHO 00pamarbes cO CliaM-MUChbMaMH U 3aXOAUTh Ha
HeOe30macHbple BeO-callThl. [[1s1 MHTEpHET-NPECTYNTHUKOB Bbl CTAHOBHUTECH
JETKON JOOBIUEH.

8. Ilpu peructpanuu B COLMAIBHBIX CETAX, HE YKa3bIBaliTE€ CBOU IIEPCOHAJIbHBIE
JaHHbIE, HATIPUMED, aJpeC WIH JEHb POKIACHMUSL.

9. He ucnonp3yiiTe B JIOTMHE WM NTAPOJIE IEPCOHATIBHBIC JAHHBIE.

10.Bce 3T0 103BOJISIET MHTEPHET-NPECTYIHUKAM MOJIYYUTh JaHHBIE JTOCTyIa K
aKKayHTaM JIEKTPOHHOM MOUTHI, a Takxke nHpuuuposats gomamaue [1K ams
BKIIIOYCHHUSI MX B OOT-CETh WM MJs1 TOXUIICHHUS OAHKOBCKUX JTaHHBIX
pOAUTENEN.

11.Co3znaiite coOCTBeHHbIH MPO(PUIb Ha KOMIBIOTEPE, YTOOBI 00€30MacCUTh
MH(pOpMaLIHIO, XPAHSIUIYIOCS Ha HEM.

12.He 3a0biBaiiTe, uTo (haKkThl, O KOTOPBHIX BBl y3HaeTe B HTepHeTe, HYyXHO
O4YEeHb XOpOILO MPOBEPUTb, €CIM BBIOyJETE HCIOIb30BaTh HUX B CBOEH
nomaiiHen padore. llenecooOpa3Ho cpaBHUTH TPU UCTOUHUKA MH(GOPMALINH,
IPEXKIe YeM PELINTh, KAKUM UCTOUHUKAM MOYHO JJOBEPSTh.

13.0 ngoctoBepHOCTH MH(MOPMAIINH, TIOMEIICHHOW HA CaliTe MOXHO CYIUTh IO
caMOMYy CaiTy, y3HaB 00 aBTOpax caifra.

14.Pa3memas napopManuio o cede, CBOMX OMM3KUX M 3HAKOMBIX Ha CTpaHHUI[AX
COLIMAJIbHBIX CETEH, CIIPOCUTE MPEABAPUTEIBHO Pa3pelIeHUE y TeX, O KOM
Oynet sTa nHpopMmarus.

15.He cnemyer pa3meniarb Ha cCTpaHUIaXx BeO-callToB cBou (oTtorpaduu u
dbotorpadun cBOMX OJIU3KUMX U 3HAKOMBIX, 32 KOTOpPHIE BaM IOTOM MOMKET
OBITH CTBHIIHO.

16.Cob6nmonaiite mpaBuiia 3THUKM Tpu obOmenun B HWHTepHeTe: rpyObOCTh
IPOBOLIUPYET APYTHX HA TAKOE K€ MOBEACHHUE.

17.Vcnionb3yss B cBoed paboTe wmarepuai, B3ATHIH W3 WHOOPMAIIMOHHOTO
MCTOYHHMKA (KHHUTa, IepuoanYecKas rneyarb, IHTEepHeT), clieAyeT yKa3aTh 3TOT
MCTOYHUK MH(POPMAIIUU WJIM CJeJIaTh Ha HErO CCBHUIKY, €CITU MaTepHuasl ObLI
BaMu TiepepaboTaH.



